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HIERT &5 12+ A0 0FF A SBwireshark A18%)

u

# WireShark Z222 Z2|¢of2 2letlof A5t x| & =+ US

I

O WireShark +&

£le Edit Wiew Go Cspture Analyze Statistics Telephony Took Help

fedew s@xRae qaes»aT L ([EE aaan @aBB% 8
Filiter: = [Expresshon. Clear Apply

The World's Most Popular Network Protocol Analyzer

ﬁ Interface List — Open .!l} Website
Live et of the cupture mbirfacen {Stants incorming packeti] S Dy ey ciptured T " Vot tha projects webtte
o .
Start capture on interface Cpen Recent: _Ij User's Guide
g2l WS Tunned Interface Driver The Lers Cods flocs verson, # instabed
] Realtek PCla GBE Family Controfier ] Sample Captures
& £eh smermant of eamst cupture fles on the Wi @ S.e:ufity
a Capture Options Wk with Wineshark a1 scarey s possiie

Start & capture wih detaled cotiord

Capture Help

@ How to Capture

T by tep 12 8 succenrhl capture tetup

@ Network Media

Specife iformabon for capbarng o Bhanet WLAN

(@ Ready to load or capture No Packats Profile: Default

@ HACH 4 20| X|] &= (ex: https//www.kisa.orkr/members/login.jsp)

E =00 | BEIOEE | I=0E SNER - Windows Intemet Explorer = o s
G om T ~ 8% %= P~
nYE HIE 2NV RARIA SFM SEEH)

w BAR |58 - oo =0 Q23| HEARLES . X
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I " e =. Rl Y -1 ey s e | [ imxmt.m:n.r = + |
Xy HEEN TEHLN
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229 »
ololel 271 SIQIE{TIE A of 041208 golbuch, R

HINRE 7]
(U1]) -
Mg Copit i
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[T TS S a
HENE pasees

G Uzt Eo¥e 9y
(ex: ID= kisaid, PW+= kisapw)
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Siee it Miew GO Captwe  Analyze Statishics Telephony Jooks Hsip
e ca@x@e avveT2(EE acaan gnmg @
‘_EE] *  Edpresiion. Cheat gty
=

Capture [ il oniine |

a Interface List . Open o Website
Live et of the cagtane mSarfscm (counts rcoming packet) T pan b prevausly captred e T Vist the proiects wekts
‘Start capture on Interface COpen Recent

_g User's Guide

€8] MS Tunnel Interface Driver Tow Liber's Gudle (ol varian f inataled)

g#] Realtek PCle GBE Family Controller @' Sample Captures
A& rizh amerrant of axample captore Flen on the wit @ 5=curity

Work wih Wirnihark a3 securdly b potsti

H Capture Options

SIRMT B SAPLITE with Sithled Bptand

Capture Help

] How to Capture

Twp by wee to a tuctwarhd cagture et

@ MNetwork Media

Tpasde wfmempten dor cagturng an Esharned WLAN

@] Ready to load or capture Mo Packsts Profile: Default

@ HZITX AR

|l Wireshark Capture Tnterfaces. o
Description P Packets Packets/s | Stap
£ Ms Tunnel Interface Driver 7802440 71de2c03 6867 O o [stert| | options | | Details |
EI Realtek PCle GBE Family Controller 7¢80:9991:4b43:ac16:3038 222 49 || start| |Options | | Details |
Help i S 3 258
A 28 HERI 7IE = g

X packets/sQ| =X 7} Z71ol= A0| Sl 28 HE/AA 7IEY
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KIS n ZRAKRY ANy Yoy nay H2EA HERLTY

DI7IY BE 279l @

ojaje] 47| BEZOIE{MITIER o] 244 %
HlR=E 82|
e

L
mmcy kigadd

I =3¢

[

=
® AN E DfZIE =0l (ex 200 HE E8))
'-mmmmnmwcm-mum e | i ]

Capture. Analyze Statistics Telephony Tools Help
EdX@BE& ResF L !n;lllj eaoanfn dd|mi 8
= Bipmstion. Cloar Apply

Destination

811 18.799048 B5.87.42.79 172.16.4.65 pestination port: 27453

812 18.815101 B85.87.42.79 172.16.4.65 upe Source porti: 15438 pestination poret: 27453
815 18. 886507 B5.50.139.113 172.16.4.865 [T Source port: 60188 Destination port: 27453
B15 18.891437 B5.87.42.79 172,16:4. 65 upP Source port: 15438 Destination port: 27433
817 18.980275 B5.B7.42.79 172.16.4.65 upe Source port: 15438 pestination port: 27453
818 18.991628 B85.87.42.79 172,16.4, 65 uoe Source port: 15438 pestination port: 27453

820 18.999244 B0.103.189.216 172.16.4.65 TCP 28393 > 55227 [ACK] Seqe20441 Ack=27 win=15508 Len=1372
821 19.002249 B0.103.189.216 172.16.4.65 TCP 28393 > 55227 [PsH, ACK] Seqm2iBl3 Ack=27 Win=15508 Len

B24 19.043345 85.50.139.113 172.16.4,865 uoe Source port: 60188 pestination port: 27453
825 19.062152 EfmNétwo 72:cf:fe Broadcast ARP who has 172.16.4.187 Tell 172.16.4.73

7 Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
# Ethernet II, Src: HonHaiPr_6c:dc:2b (00:1f:e2:6c:dc:2b), Dst: All-HSRP-routers_28 (00:00:0c:07:ac:28)

i user na.tagr Protocol, Src Port: 27453 (27453), DST Port: 60188 (6OL88)
¥ pata (20 bytes)

Q000 OO0 00 Oc OF ac 28 00 1f e2 6c dc 2b 08 00 45 00
0010 OO 30 T8 Tc 00 00 B0 11 00 00 ac 10 04 41 55 32
0020 &b 71 6b 3d eb 1c 00 1c 91 22 21 00 f1 49 c1 9b
0030 66 54 6c 8 bb 28 00 38 00 00 5c 1f 53 1f

@ | File "CwUserswiaefwappDatawlocalwTem... | Packsts: 829 Displayed: 825 Marked: 0 Dropped: 0 Profils: Defauit
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im = = =
@ BN E ozl &RlstH(@)MM HH=7| Cirl + F 28
|l Wireshark Find Packet =i )
Find
By: © Display filter Hex valud @ String E'éi
I
Search In String Options- Direction
Packet list | Case sensitive Up
Packet details || Character set @ Down
@ Packet bytes ASCH Unicode & Mon-Unicode 3
[ ee | [_ged ][ goncs |
=5l T (o] = (o]
=3 Ee dE Y (32 =48 )
) Wireshark Find Packet [cloEs
Find
By: (00 Display filter Hex value @ String
kizaid|
Search In String Options Direction
Packet list [7] Case sensitive Up
Packet details | | Character set: @ Down
@ Packet bytes || |ASCH Unicode & Men-Unicode E
| Hep | fod || concel |
Ol s — A A Qoroco &
O Y=zt =l YE= A0 E|E FSE =20l
" Ml Resite #Cie G Family Conoler - warsshark F=een )

Eile Edit Yiew Go Capture Analyze Sutistics Telephony ool Heip
Bdaden 3o e d ([EE e @08 % @

Filter »  Expression. Clear Agply

Mo Tirrvy Soune Dastination Prgtotol Infa
131 20820112 17R.16.4.43 F s M-SEARCH * WTTP/1.1

132 2.694542 AsustekC_ab:17:68 Broadcast who has 172.16.4.1277 Tell 172.16.4.145

134 2,959967  B5.87.42.79 Source port: 15438 Destinarion port: 27453
135 2.972662 2001:0:4137:9e76: Blaﬂﬂi 413? Se76: E‘-‘ﬂ'\"ﬁ 1PvE no next header
m
137 2,973634 172.16,4.193 172.186.4,.65 Source port: 57313 Destination part: 59080
135 2.985356  85.87.42.79 172.16.4.65 Source port: 15438 pestination porr: 27453
141 3.014662 HewlertP_lc:f3:eS Broadcast ARF who has 172.15.4.1927 T7ell 172.16.4.245
1423026442 Fe80:;9991:4b43:ac1 FROR::1:2 DHCPVE solicit xI0: Oxb98e20 CID: 000I0O0114C53001200
143 3.034184 HewlettP_ee:Bdicc Broadcast ARP who has 172.16.4.192% 7Tell 172.16.4.60
—
145 3.083017  §5.50:139.113 172.16.4.65 Spurce port: 60188 oDestinarion porc: 27453

< Frame 131: 175 bytes on wire (1400 bits), 175 bytes captured (1400 bits)
arrival Time: Jan 24, 2011 16:29:11.105322000 BERMGE FIEEE
Epach Time: 1295854151,105322000 seconds
[Time delra from previous caprured frame: ©.020506000 seconds]
[Time delta from previous displayed frame: 0.020506000 seconds]
[Time simce reference or first frame: 2.829112000 seconds]
Frame Mumber: 131
Frame Lengrh: 175 bytes (1400 bits)
capture Length: 175 bytes (1400 bits)
[Frame 15 marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udprbrep]
{coloring Rule Name: HTTP]

0000 01 00 Se Ff ff fa 00 Oa
0010 00 al 33 7b 00 00 01 11
0020 ff fa T4 0a O7 6c OO0 Bd
0030 43 4B 20 2a 20 48 54 54
godn Egf 3 74 33 3F 33 39 Ja
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35 20 32 35 35 2e o5T:236. 255.25'5

L i £} _GA 3= TE T £e 5T AR v s

i -
@ o packet contained that string in its data. Hackets: 584 Displayed: 584 Marked: 0 Ovopped: C Profile: Default

hl = '.
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File Edit View Go - Capture e.nihme Statistics Tllrﬁlvmz Tools Eﬁlp
Do EERXEBS e saTL Qaaf @B nE 8

Filter: = Expression.. Chear Apply
Mo Time Source Destination Protocol nfo -
331 7.141161 B55.87.42.79 172.16.4.65 upe Source port: 15438 Destination port: 27453
332 7.154568 172.16.4.163 172.16.4.255 NBNS Mame query ME MPIA4 2CAD<00>
333 7.163646 B85.87.42.79 172,16.4.65 uoP Source port: 15438 pestination port: 27453
335 7.183501 85.87.42.79 172,16.4.65 upe Source port: 15438 Destination port: 27453
337 7. 205?_53 35._8?.'32.7’# 172.16.4.65 upe Source port: 15438 Destination port: 27453 -
m L]
Request Method: POST -

Request URI: Jetc/members/check/chk_process. asp
Request version: WMTTR/1.1 '
accept: image/gif, image/jpeq, image/pjpeq, applicarion/x-ss-application, application/vnd,ss-xpsdocument, applicar -

m (]

0200 6f 6d Od Oa 43 67 68 74 65 6e 74 2d 4c 65 68 67 om. .CONMC enc-Len -
0zad 74 BB 3a 20 35 34 Od Oa 43 &F 6e 6e 65 63 74 69 th: 54.. Connect

02b0 6f 6e 3a 20 4b 65 65 70 2d 41 6c 69 756 65 0d 0a on: Keep -Alive..

02ch 43 61 63 68 65 2d 43 6F 6e 74 72 6f 6c 3a 20 6e cache-Co mtrol: n

02d0 &F 2d 63 61 63 68 65 Od Oa 43 6f &f 6b 69 65 3a o-cache. .Coockie:

0220 20 41 52 50 S3 45 53 53 40 4F 4o 40 44 53 43 41 ASPSESS IONIDSCA

02f0 54 53 41 52 42 3d 4b 4a 4c 45 48 47 44 44 41 50 TSARB=K) LEMGDOAP

0300 49 4b 4e 4F 47 45 4F 41 4d 4 4b 41 4F 44 3b 20 IKNOGEOA MOKAGD;

0310 41 43 45 4e 5F 43 4b 3d 62 &f &f 6b 6d 61 72 6b  ACEN_CK= bookmark

12 e
0330 33 44 32 30 30 46 32 43 33 33 32 35 46 45 43 39[ 3D250F2C EBZEFEC‘%
6d 6 1 = PR T -

@ Jret item (et 54 bytes Packets 652 Ditpliyed: 652 . Profile: Default
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